UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH KIEN GIANG Poc Iap — Tw do — Hanh phiic

S8:A400/UBND-KGVX Kién Giang, ngay O4 thdng & ndm 2020
V/v ting cudng an todn mang,
an ninh théng tin khi sir dyng
{mg dung truc tuyén.

Kinh giri:
- Céc s&, ban, nganh cép tinh;
- Uy ban nhén dén c4c huyén, thanh phd.

Qua cdng tic ra soit ddm bdo an ninh mang, B Thong tin va Truyén
théng, Bo Cong an phat hién cac nguy co mét an ninh mang, an todn thdng tin
khi st dung cdc tmng dung truc tuyén, cu thé nhu sau:

Hién nay, trong bdi canh tinh hinh dich bénh Covid-19 dién bién phire
tap, cac co quan, doanh nghlep, t chuc, c4 nhan di thuc hién chuyén dm
nh1eu hoat dong sang m01 trurorng mang va su dung cac ing dung trye tuyén

truéc va sau khi phat h1f;n d;ch b@nh Cov1d 19 chi tinh rleng U:ng dung Zoom
Cloud Meeting sb luong ngudi ding di ting tr 10 triéu 1én 200 trigu ngudi,
véi trén 74.000 khach hang va 13 triéu ngudi ding hoat dong hang thang,
90.000 trudong hoc trén hon 20 qudc gia dang st dung Umg dung phuc vu hoc
tap tryuc tuyén.

Bén canh viéc gia ting v& sb lugng ngudi dung trong thoi gian gin day,
nhiéu chuyen gia, héing bdo mat uy tin... dé lién tiép dua ra céc canh bo, bing
chimg v& viéc mit an ninh, an toan thong tin khi st dung urng dung Zoom
Cloud Meeting nhu: u’ng dung ty déng thu thdp va bi mét chia sé dit ligu nguoi
ding cho Facebook ma khéng cé sy cho phép cta ngudi ding, ké ca nhu'ng
ngudi ding khéng sir dung Facebook. Cac tin téc dang ky nhiéu tén mién gla
mao “Zoom” nhim phat tAn c4c tép tin doc hai gia mao Ung dung lira nguoi
diing tai va cai dit trén thiét 'bi clia minh; tdn tai mot s6 16 hdng bao mit cho
phép tin tic c6 thd danh cdp théng tin ding nhép (théng tin ca nhin cia
500.000 tai khoan d4 bi 16 lot), chén céc lién két doc hai, chiém quyén diéu
khién, thay d6i, chen cdc ndi dung khdng phu hop, tn cdng kiém soé4t micro,
camera, danh cip cic video truc tuyén... (02 18 hong bao mit cha tng dyng
Zoom Cloud Meeting phién ban danh cho hé diéu hanh Windows va hé didu
hanh MacOS dang dugec tin tic rao ban).



2

Pé dam bao an ninh mang, an todn théng tin khi sir dung céc (ng dyng
trwc tuyén, Uy ban nhin dén tinh yéu cdu cic s, ban nganh cap tinh, Uy ban
nhén din cac huyén, thanh phd chii dong thuc hién mdt s6 bién phép sau:

1. C&n nghién ciru k¥ trong lya chon sir dyng cac img dung, tranh cai dat,
str dung cac Uing dung dang bi canh bao tdn tai 16 héng, diém yéu bao mat; tai
va cai dit tng dung tir cic ngudn chinh théng; thudng xuyén cép nhit ban va 15
hdng cia c4c (mg dung va hé diéu hanh.

2. Uu tién lya chon cic san phém phﬁn mém hoc trye tuyén, td chirc hoi
hop va lam viéc tir xa do doanh nghiép uy tin san xu4t, dic biét 13 cic san pham
do doanh nghiép uy tin trong nudc cung cap nhu: VNPT, Viettel, MobiFone,
FPT, VNG, CMC, Nhén Hoa,...

3. Khi str dung cac L'mg dung truc tuyén cdn st dung cac kénh, phong
riéng, c6 mét khiu bao v8, xac thuc nguori tham gia; khong chia sé cac thong tin
vé phong hop (ID, mat khiu, thoi gian...) trén khong gian mang; khong tai, mo
céc tép tin, dudng din la khéng rd ngudn gdc...

4. Khong str dung cac u’ng dung truc tuyen dé trao ddi, guri nhin céc
liéu bi mét nha nude, dit 1iéu ndi bo. 2

5. Kh1 phat hién nguy co, d4u hiéu 16, lot thong tin c4 nhén clia ngudil
dung, can nhanh chéng khic phuc va kip thoi ‘théng bao cho S¢ Théng tim§s
Truyen thong va céc co quan chire ning c6 thAm quyén dé phdi hop xir Iy
thoi céc van dé phét sinh.

Pau mdi lién hé: Doi Ung ciru sy ¢b may tinh tinh Kién Giang, dién thoai:
0824563838 (6ng Piang Vii Hing), thu dién tir: dvhung stttt@kiengiang.gov.vn dé
duoc hé tro.

Trén day la chi dao cia UBND tinh vé ting cuong an todn mang, an ninh
théng tin khi sir dung ttng dung truc tuyen; yéu cau cac co quan, don vi nghiém
tac t6 chirc trién khai thuc hién ndi dung Coéng vin nay./ \%

Noi nhén: KT. CHU TICH
- Nhu trén; PHO CHU TICH
- CT va ciac PCT. UBND tinh; Ic
- LBVP, CVNC,;

- Trung tdm PVHCC tinh;

- Luu: VT, Ittram.

T.4m Minh Thanh

Nguoi ky: Uy ban Nhan dan tinh Kién Giang
Email: ubnd@kiengiang.gov.vn

Co quan: Tinh Kién Giang
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